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ABSTRACT: Cloud computing undoubtedly 

continue to attract businesses due to the advantages 

that it brings. Conversely, security challenges have 

been a long-lasting issue in the practice of Cloud 

Computing. Efforts have been made to tackle this 

security issues but failed as emphases were based on 

technical issues stemming from IT siloes procedures 

without support from the organization at large. With 

the increased cost-effective service offering of cloud 

computing and its adoption, cloud computing 

security governance is accruing interest amidst 

professionals but its implementation is shaggily 

researched. This paper presents a conceptual 

framework to securing cloud computing from 

governance perspective. The paper also discusses 

three steps to implementing effective cloud 

computing security governance. 

KEYWORDS:Cloud computing, Security, 

governance, Framework. 

 

I. INTRODUCTION 
The ubiquity of internet infused 

tremendous growth in cloud computing paradigm in 

the last decade. However, security has been a 

heinous bottleneck in this computing paradigm. 

Cloud computing extrapolates its services beyond 

the confine of corporate environment causing 

technical and non-technical risks to information 

asset. Hence the need for cloud computing security 

governance cannot be overemphasized. Cloud 

computing security governance describes how 

security can be effectively managed through active 

corporate strategic leadership. It entails participants 

in the hierarchy of (Board of Directors, Executives, 

Managers and Employees) in the domiciled 

organization and external participants such as end-

users and third-parties. Further, to tackle security 

issues in cloud computing, its governance has to be 

considered to be an aspect of organizations’ vast 

corporate governance strategy irrespective of the 

cloud computing model adopted. A cloud computing 

security governance conceptual framework is 

designed in this paper to show how functionalities 

of all participants should be aligned to enhance 

formidable security for cloud computing. 

 Furthermore, cloud computing is a new 

paradigm, its security is dynamic and the concept of 

security governance is still at infant stage (Sperling 

& Webber, 2019). This is the reason there exist 

different cloud computing security governance 

framework today. Again, cloud computing security 

governance has not attracted much research. The 

few available researches in the realm of academia 

and industry did not emphasize implementation of 

cloud computing security governance. Hence, this 

paper present significant work in this neglected 

research aspect. The next section presents relevant 

literatures in Cloud computing security governance. 

Section III proposes a conceptual cloud computing 

security governance framework, section IV entails 

effective implementation of cloud computing 

security governance with detailed steps and section 

V presents conclusion and future work. 

 

II. RELATED LITERATURES 
The advent of cloud computing practices is 

accompanied with risks, vulnerabilities and threats. 

The “European Network and Information Security 

Agency” published 35 risks collated by 19 

contributors and identified 8 most prominent risks 

on the basis of their likelihood of event and level of 

impact (ENISA, 2009). They provided guides in 

terms of technical, policies and legal compliance. 

Subsequently, the Open “Web Application Security 

Project” released ten utmost common cloud security 

risks, which was harnessed from other literatures 

(OWASP, 2011). The OWASP (2011) risks are 

contained in ENISA (2009) except that OWASP 

(2011) mentioned loss of governance as a 

consequence of risk. Conversely, ENISA (2009) 

listed vendor proprietary and malicious insider as 

devastating risks. While ENISA (2009) prescribed 

risk assessment and stringent service level 

agreement (SLA) as a solution, none of the 

literatures proffered solution to the risks through 

governance.  
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Furthermore, Hussein and Khalid (2016) in 

their research focused on the triggers that lead to 

vulnerabilities in cloud computing as well as virtual 

machines. Similarly, Mishra et al. (2013) also 

emphasised on virtualisation and multi-tenant 

attacks and also proposed fine segregation of the 

layers of cloud computing infrastructure such as: 

operating systems, hardware and virtual machines. 

Their proposed solutions are common practice that 

most industries have in place and are still suffering 

from security issues. 

Again, in 2012, Ashktorab and Taghizadeh 

gave a comprehensive list of security threats in 

cloud computing and how to prevent them. 

However, the lists of the given threats are holistic 

and some of the threats can be mitigated by simple 

configuration or practice. For example, cookie 

poisoning can easily be countered by carrying out 

cookie clean up. As cloud computing infrastructure 

consists of complex layers, scholars finely chose 

specific components for their research. While 

Bhardwaj et al. (2016) emphasised on cryptography 

and authentication mechanisms as a means of 

securing the cloud, Sudha and Monica 2012; Roy et 

al. 2015 stipulated how to mitigate threats on the 

network, application and virtual machine layer. 

From the foregoing, these authors particularly 

focused on the technical issues from the providers’ 

perspective but did not mention how to establish 

control measures from the third-parties and 

consumers’ end.  

More so, from the review of literatures, it is 

observed that ethical problems could promulgate to 

security issues in the practice of cloud computing. In 

fact, ENISA (2009) plus Zissis and Lekkas (2012) 

mentioned disgruntled employees as a source of 

security breach but did not state how to prevent 

disgruntling and to protect critical data from such 

employees. Further, ethical issues concerning how 

and where different cloud service providers store 

clients’ data is an issue that worries consumers due 

to lose control of their data (Ratten 2012; Kerr and 

Teng 2012). In a nutshell, all the aforementioned 

literatures cited challenges, threats, vulnerabilities 

and countermeasures of cloud computing. While this 

is important, they did not postulate any ISG 

framework to govern the processes of establishing 

control measures. From the foregoing, cloud 

computing security issues stem from multilayer of 

its architecture and various attack vectors. On the 

other hand, while the aforementioned authors are 

concerned about the security issues pertaining to 

technical and ethical issues in cloud computing, Ko 

et al. (2011) mentioned that ineffective governance 

is the primary reason of cloud computing security 

issues.  

Moreover, according to Van and De Haes 

(2018), governance in information technology 

practice is a new concept. This the reason many 

organizations have not yet imbibed in this practice. 

Also, some companies have the concept in place but 

it is not effective which is the reason for security 

complications in cloud computing (Rebollo et al. 

2012).  

Further, as attacks come in diverse ways it 

is pertinent that a continuous development of 

countermeasures, research and strategic 

development through governance should be 

encouraged. This research seeks to implement 

effective cloud computing security governance 

through corporate strategic leadership. A conceptual 

framework of cloud computing security governance 

framework is designed to align with its 

implementation. 

 

III. A CONCEPTUAL FRAMEWORK FOR 

THE DESIGN OF CLOUD 

COMPUTING SECURITY 

GOVERNANCE 
 Some researchers have developed cloud 

computing security governance but inclusion on 

implementation of security governance in cloud 

computing practice is lacking in their research. 

Although COBIT 5 framework is widely adopted for 

IT governance (Huygh et al. 2018). The framework 

consists of 37 processes and 4 management domain 

which is complex to implement. While the work of 

ISO 27001 guidelines is important, they are more of 

traditional IT, holistic and non-cloud computing 

specific. ENISA adopted ISO 27001 controls 

specifically focused on cloud security risk and 

provided guides but does not include 

implementation. Cloud Security Alliance focuses on 

identification of threats vulnerabilities and how to 

manage risks (CSA, 2013). Furthermore, 

professionals in academia and industries have not 

come to a consensus to adopting a specific 

governance framework. Hence, there is no “one-

size-fit-all” in this context, to this end, organizations 

prefer designing their framework to fit into their 

busines environment (Broussard and Tero, 2007 

cited by Ruben P and Miguel S 2012). Further, the 

framework purported in this paper, represent a 

conceptual framework in the design of Cloud 

Computing Security governance. The framework 

took cognizance of the governance participants 

within and outside the organization, contractual 

terms and agreements as well as information 

security standards and policies as depicted in figure 

1. From careful consideration of literatures, the 

proposed framework focuses on the following areas: 
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1. The organization (the board of directors, 

executives, managers and employees) 

2. Terms and agreement 

3. End-user 

4. Third-parties 

5.  Information security standard and policies 

 
Figure 1. A conceptual Framework of Cloud Computing Security Governance. 

 

 

IV. EFFECTIVE IMPLEMENTATION OF 

CLOUD COMPUTING SECURITY 

GOVERNANCE 
According to De Haes and Grembergen 

(2004) effective cloud computing security 

governance is the primary function of the Board of 

Directors (BODs) and executives. On the other 

hand, cloud computing security could emanate from 

end-users causing data loss, account hijack due to 

exploitation of users’ credentials and loss of device 

(Shelveen P and Mohammed F, 2015). Therefore, 

while De Haes and Grembergen (2004) statement is 

notable, we are in agreement with a more recent 

opinion of Fazlida and Said (2015) stating that the 

appropriate tone of cloud computing security 

governance at the BODs level is not enough until 

nontechnical issues across the cloud computing 

community (from the top to bottom and vice versa) 

is tackled. Furthermore, as cloud computing practice 

can be seen as community, its security is a shared 

responsibility (Al Morsy et al. 2016). 

Responsibilities can be shared between the 

organization comprising the BODs, executives, 

senior management and employees, and those 

outside the organization which is third parties and 

end-users. To enhance the security of cloud 

computing, we identified cloud computing security 

governance focus areas and responsibilities of all 

personalities within and outside the organization as 

shown in table 1. However, figure 2 depicts the 
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necessary steps taken to implement effective cloud computing security governance. 

 

 
Figure 2. Steps to Implementing Cloud Computing Security Governance. 

 
Step 1: Identify Governance Focus Areas with 

Respect to Responsibilities of Personalities within 

and Outside the Organization 

Implementation of sustainable cloud 

computing security governance is part of corporate 

governance. It is chiefly the responsibility of the 

BODs and Executives to strategically provide 

direction, prioritize projects, manage risks and press 

towards achieving the organization’s vision (De 

Haes and Grembergen 2004). Although 

implementing cloud computing security governance 

is a complex task. However, the complexities can be 

overhauled by fostering relationship between key 

elements: structure, processes and relational 

mechanism (Grembergen et al. 2004). Structures 

signify responsibilities of the executives, with 

formulation of processes, committees and also 

represent realistic decision-making and unceasing 

monitoring. Relational mechanisms include strategic 

alignment participation, collaboration, dialogue and 

education. The BODs formulate policies and are 

decision makers. Therefore, the manner in which 

policies and decisions are made can affect cloud 

computing security governance. Further, Rebollo et 

al. (2012), organizations lack effective governance 

resulting to discouragement in cloud computing 

adoption. On these notes, with reference to Figure 1, 

the researchers identified governance focus areas 

and defined responsibilities of personalities within 

and outside the organization as shown in Table 1. 

 

Table 1. Governance Focus areas and 

Responsibilities of Personalities in Cloud 

Computing Security Governance. 

 
 

Step 2: Application of Proactive and Reactive 

Strategies 

 In a novel work of Souza et al.  (2017), 

Cloud 
Computing 

Security 
Governance

Step 2

Proactive & Reactive 
Strategies

Step 1

Identify Governace Focus 
Areas with Respect to  

Responsibilities of 
Personalities within and 
Outside the Organization

Step 3

Evaluate using Balanced 
Scorecard



 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 2, Issue 12, pp: 359-365www.ijaem.net                 ISSN: 2395-5252 

 

 

 

 

DOI: 10.35629/5252-0212359365     | Impact Factor value 7.429   | ISO 9001: 2008 Certified Journal   Page 363 

reactive strategy comes into play when proactive 

strategy fails. While proactive strategy is inclined 

towards anticipation of risks, reactive strategy is 

disposed to resolving immediate risks. Often time, 

reactive strategies allows for review of policies 

(Sridhar et al. 2012). It also helps in acquisition of 

proactive controls and proffer continuous 

improvement of cloud computing security 

governance.  

Sridhar et al. (2012) further said reactive 

strategy is short-term based and have finite 

anticipation of attacks, therefore, proactive strategy 

ought to be given priority over reactive strategy. 

That said it is incumbent on executives to research 

new ideas, implement, re-examine, and upgrade 

proactively before occurrence of risks leading to 

loss in the organization’s business. However, the 

researchers are the same accord with the opinion of 

De Haes and Van Grembergen (2009), that effective 

governance is apt to strike balance of all strategies  

for the betterment of busines. Therefore, both 

strategies are important and should be given equal 

attention. Having effective governance structure 

would help to judiciously apply both strategies to 

improve the dexterity of cloud computing security 

governance.  

Table2 critically present cloud computing 

security governance proactive and reactive 

strategies. It identified important segments, action to 

be taken and outcome respectively.  

 

Table 2. Proactive and Reactive Strategies to 

implementing effective cloud computing security 

governance. 

 
 

Step 3: Balanced Scorecard for monitoring and 

Evaluating the Cloud Computing Security 

Governance framework.  

 It is important to continuously evaluate 

cloud computing security governance framework. 

Implementing Balanced Scorecard (BSC) to allow 

for alignment of cloud computing security 

governance strategies to the vision and mission of 

the organization. However, Silva and Chaix (2008) 

is of the opinion that evaluating this framework is 

complex since there is no consensus on a precise 

tool or technique that can be applied to know the 

extent to which the cloud computing security 

governance framework supports the security of 

cloud computing. Mueller et al. (2008) also affirmed 

that evaluation of the agility of the framework is 

challenging since there are different factors 

affecting the security of cloud computing.  

Although there are different tools to 

evaluating the cloud computing security framework 

such as Process capability (PC)” presently known as 

“process maturity” and Return on Investment (ROI) 

estimation tool De Haes and Grembergen (2008).  

However, these tools are limited in that they can 

only evaluate processes and tangible assets 

respectively (Kwak and Ibbs 2002). Balanced 

Scorecard is complex to implement but it is the best 

tool to evaluate effectiveness of any business 

(Ahmad 2009). Therefore, the researchers are of the 

opinion that a Balanced Scorecard (BSC) should be 

implemented to evaluate the cloud computing 

security governance framework. Further, BSC is a 

suitable since it includes indicators and directives 

that give forth organizational vision. Again, it helps 

board members to meet stakeholders’ expectations 

(Quesado et al. 2018) as it converts the mission and 

strategies into actionable steps paving way for 

collaboration among different functional 

departments, improve security, persistent feedback, 

learning, transparency, clear contractual terms and 

agreement at all levels from the organization to 

customers and third-parties. In this paper, we 

developed a BSC as shown in Figure 3. To 

efficiently evaluate the cloud computing security 

governance framework, we applied the BSC in the 

following areas: effectiveness of cloud computing 

security governance, end-users/third-parties, cloud 

computing security, operations, provisioning of 

developmental infrastructure and collaboration at all 

levels.  
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Figure 3. Cloud Computing Security Governance 

Balanced Scorecard. 

 

V. CONCLUSION 
At the heels of insufficient literatures on 

cloud computing security governance, this article 

presents a notable contribution to pertinent research 

societies. Further, initial conceptual framework for 

the design of cloud computing security governance 

was presented. Roles and responsibilities from the 

organizational perspective, end-users third-parties, 

information security governance and policies plus 

terms and agreement were identified. Furthermore, 

three important steps were discussed to implement 

effective cloud computing security governance. 

However, future work needs to be done to capture 

more holistic steps to implementing cloud 

computing security governance.  

In this paper, it is also stated there is no 

unanimous cloud computing security governance 

framework, hence it is not appropriate to generalize 

the implementation steps as organizations differs in 

requirements as well as challenges. Therefore, any 

organization that intend to implement cloud 

computing security governance should regard the 

implementation steps as guidelines as this has to be 

tested and validated through empirical studies. 

Future work will validate the implementation steps 

in a real-life case study with structured 

methodology. 
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